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Ref. N0.2021-22/03 Date: July 15,2021

NOTICE

It is to inform all the members of Program Academic Advisory Cell (PAC) that there will be
a meeting on July 24,2021 at 12.00 PM in Seminar Room to discuss about the various
academic activities for the upcoming session. All concerned are requested to attend the

meeting on time and be prepared to contribute to the discussion.
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Ref. N0.2021-22/04 Date: July 17,2021

CIRCULAR

It is to inform all the members of Program Academic Advisory Cell (PAC) that therewill be a
meeting on July 24,2021 At 12.00 PM in Seminar Room to discuss about the various
academic activities for the upcoming session. All concerned are requested to attend the

meeting on time and be prepared to contribute to the discussion.
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MEETING MINUTES
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Minutes:

The meeting was called to order by principal at 12 pm in seminar room. The attendees were
welcomed, and the agenda for the meeting was presented.

1. To organise alumni, meet and farewell for the final year students: The principal
proposed organising an Alumni meetto facilitate interactions between current
students and successful graduates. The event will serve as an opportunity for
networking, mentorship, and sharing experience. Additionally a farewell program will
be arranged to bid farewell to the final year students and celebrate their achievements.
The specific dates and details of these events will be decided in consultation with the
concerned faculty members and student representatives.

2. To conduct student exit survey: The Principal suggested conducting a student exit
survey to gather feedback from graduating students. The survey will focus on their
overall college experience, including academic programs, infrastructure, faculty
support, extracurricular activities, and placement opportunities. The feedback
received will help in assessing the college's strengths and areas for improvement.

3. To discuss important questions for examination: The Principal highlighted the
need to discuss and finalize the important questions for the upcoming University
examination. Faculty members were encouraged to collaborate and share their
expertise in determining the key topics and questions that students should focus on
during their exam preparation. This will ensure that students are well-prepared for the
examination.

4. Soft skills training for placement and internship: To enhance students'
employability and prepare them for the professional world, the Principal proposed
conducting soft skills training programs. These programs will focus on improving
students' Communication Skill Programme, teamwork abilities, time management,
and overall personality development.

5. The training will specifically target placement and internship opportunities, equipping
students with the necessary skills to succeed in their future careers.

6. Analysis of slow learners and their mentoring: The Principal emphasized the
importance of identifying and addressing the needs of slow learners. It was suggested
to analyse the performance and progress of such students and provide them with
personalized mentoring and support. Faculty members were requested to closely
monitor the academic progress of slow learners and implement strategies to help them
overcome their challenges.

7. To discuss the conduction of practical examination: The Principal proposed a
discussion on the conduction of practical examinations. The logistics, evaluation
criteria, and assessment procedures for the practlcal exams WI|| be determined and
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8. Submission of dissertations and projects by students: The Principal reminded the
faculty members about the submission deadline for dissertations and projects by the
students. Clear instructions and guidelines regarding the format, content, and
submission process should be provided to the students to ensure a smooth submission
process.

9. To organize seminars by final year students: To showcase the research and
academic achievements of the final year students, the Principal suggested organizing
seminars where they can present their findings and share their knowledge with the
college community. This will provide a platform for intellectual exchange and foster a
culture of academic engagement.

10. To conduct remedial classes for weak learners on difficult topics on Saturdays:
The Principal recommended organizing remedial classes on Saturdays to provide
additional support to weak learners. These classes will focus on addressing difficult
topics and concepts, helping students overcome their challenges and improve their
understanding. Faculty members were encouraged to volunteer and contribute to these
remedial classes.

11. To organize science exhibition, Panache, departmental quizzes, industrial trips,
surveys, etc.: The Principal proposed organizing various extracurricular activities and
events, such as science exhibitions, cultural events like Panache, departmental
quizzes, industrial trips, and surveys. These activities will provide students with
opportunities for practical learning, creative expression, and holistic development.

12. To organize Value added courses for Semester 2nd Students: The Principal
elaborated on the importance of providing value-added courses to enhance the
academic experience and skill set of students. Various suggestions were put forth
regarding the types of value-added courses that could be beneficial for Semester 2nd
students. Suggestions included courses related to Communication Skill Programme,
coding, financial literacy, and career development.

Action Items:

1. The Principal will coordinate with faculty members and student representatives to
finalize the dates and details of the Alumni meet and farewell program.

2. Faculty members will develop and conduct the student exit survey, ensuring
comprehensive feedback is collected.

3. Faculty members will collaborate to finalize important questions for the upcoming
examination.

4. The administration will organize soft skills training programs, focusing on
placement and internship opportunities.

5. Faculty members will identify slow Iearners prowde personallzed mentoring, and
monitor their progress.

6. Faculty members will discuss and plan the. c‘ondu“ctrt‘rn 'ﬁf p?ﬁc%l\eal examinations,
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7. The administration will remind students about the submission deadline for
dissertations and projects, providing clear guidelines.

8. The administration will facilitate the organization of seminars by final year
students, allowing them to showcase their research and knowledge.

9. Faculty members will schedule remedial classes for weak learners on Saturdays,
focusing on difficult topics.

10. The administration will coordinate the organization of science exhibitions,
Panache, departmental quizzes, industrial trips, surveys, and other extracurricular
activities.

11. The Academic Committee will compile a list of potential value-added courses
based on the suggestions provided during the meeting.

These action items will be followed up on in subsequent meetings to track progress and
ensure the successful implementation of the proposed agendas.

Closing:

Principal expressed gratitude to the staff members for their active participation and valuable
input during the meeting. It was emphasized that their collaboration and dedication are
essential in implementing the discussed agendas successfully. The staff members were
encouraged to further develop and refine these proposals and work collectively towards the
holistic development of the students.

The meeting concluded at 02.00 PM. The next meeting will be scheduled and communicated
to the committee members accordingly.
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Ref. N0.2021-22/22 Date: August 7, 2021

Notice

We are pleased to inform all the students that the Value Added Course (VAC) — Certificate Course on
Cyber Law and cyber security will commence from August 14,2021 to September 25, 2021. This
course is designed to provide additional skills and knowledge beyond the regular curriculum,

enhancing your learning experience and improving your career prospects.

Details of the VAC Classes:
Start Date: August 14,2021
Timings: 3:00 PM to 4:00 PM (Monday to Saturday)

Faculty Coordinator- Kamila Baig
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Ref. N0.2021-22/23 Date: August 8,2021

Circular

We are pleased to inform all the students that the VValue Added Course (VAC) - Certificate
Course on Cyber Law and cyber security will commence from August 14,2021 to September 25,
2021. This course is designed to provide additional skills and knowledge beyond the regular

curriculum, enhancing your learning experience and improving your career prospects.

Details of the VAC Classes:

Start Date: August 14,2021
Timings: 3:00 PM to 4:00 PM (Monday to Saturday)

Faculty Coordinator- Kamila Baig
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Certificate Course on Cyber Law and cyber security

COURSE OUTCOME

1. Understanding Cyber Law:

e Gain comprehensive knowledge of cyber laws and regulations.
e Understand the legal framework governing cybercrimes and digital offenses.

2. Identifying Cyber Crimes:

e ldentify various types of cybercrimes such as hacking, phishing, cyber stalking,
identity theft, and online fraud.
e Learn about the legal consequences and penalties associated with cybercrimes.

3. Cyber Security Fundamentals:

e Acquire basic knowledge of cyber security principles and practices.
e Understand how to protect information systems and networks from cyber threats and
attacks.

4. Legal Procedures and Compliance:

e Learn about the procedures for reporting and prosecuting cybercrimes.
e Understand compliance requirements for businesses and individuals in the digital
space.

5. Digital Evidence and Forensics:

e Gain skills in handling digital evidence and conducting cyber forensics.
e Learn about the tools and techniques used in investigating cybercrimes.

6. Data Protection and Privacy:

e Understand the importance of data protection and privacy laws.
e Learn about the regulations related to data storage, sharing, and protection.
. A

7. Emerging Trends and Technologies: 25 B
_ _.‘_‘m-:"__ AAC2—VV\ ) y"\h‘.
gd-ofrthe latest trends and developments-in-cyber iaw and cyber security.
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8. Ethical and Professional Practices:

e Learn about the ethical considerations in cyber law and cyber security.
e Develop a professional approach to managing and mitigating cyber risks.

9. Practical Skills and Applications:

e Gain hands-on experience through practical exercises and case studies.
e Apply theoretical knowledge to real-world scenarios in cyber law and security.

10. Career Opportunities:

e Explore various career paths and opportunities in the field of cyber law and cyber
security.
e Prepare for certifications and roles in legal, IT, and security sectors.
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SYLLABUS: Certificate Course on Cyber Law and cyber security

Module 1: Introduction to Cyber Law

e Overview of Cyber Law

e Importance and Scope of Cyber Law
e Legal Framework for Cyber Law

e Key Terminologies in Cyber Law

Module 2: Information Technology Act, 2000

e Introduction to IT Act, 2000

e Key Provisions of IT Act, 2000

e Amendments to the IT Act

e Legal Recognition of Electronic Records

e Digital Signatures and Certification Authorities

Module 3: Cyber Crimes

e Definition and Types of Cyber Crimes
e Hacking and Unauthorized Access

e Cyber Stalking and Harassment

e Identity Theft and Financial Frauds

e Online Defamation and Hate Speech
e Legal Consequences and Case Studies

Module 4: Cyber Security Fundamentals

e Introduction to Cyber Security N
e Cyber Threats and Attacks - ‘--‘}. j
e Types of Malware Viruses, Worms, Trojans 4 As_o— w ’\X
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Module 5: Digital Evidence and Cyber Forensics

e Digital Evidence: Definition and Importance

e Collection and Preservation of Digital Evidence
e Cyber Forensics Tools and Techniques

e Investigating Cyber Crimes

e Case Studies on Cyber Forensics

Module 6: Data Protection and Privacy Laws

e Importance of Data Protection

e Global Data Protection Regulations (GDPR, CCPA, etc.)
e Indian Data Protection Laws

e Privacy Issues in the Digital Age

e Compliance Requirements for Organizations

Module 7: Intellectual Property Rights in Cyberspace

e Overview of Intellectual Property Rights (IPR)

e Copyrights, Trademarks, and Patents in Cyberspace
e Domain Name Disputes

e Software Licensing and Piracy

e Legal Cases on IPR Violations

Module 8: E-Commerce and Online Contracts

e Legal Issues in E-Commerce

e Online Contracts and Digital Signatures
e Consumer Protection in E-Commerce

e Regulatory Framework for E-Commerce
e Case Studies on E-Commerce Disputes
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e Atrtificial Intelligence and Legal Implications
e Internet of Things (I0T) and Security Challenges
e Cyber Law and Security in the Cloud

Module 10: Ethical Hacking and Penetration Testing

e Introduction to Ethical Hacking

e Phases of Ethical Hacking

e Penetration Testing Methodologies
e Vulnerability Assessment Tools

e Legal and Ethical Considerations

Module 11: Legal Procedures and Compliance

e Cyber Crime Reporting Procedures

e Investigation and Prosecution of Cyber Crimes
e Role of Law Enforcement Agencies

e Corporate Compliance with Cyber Laws

e Case Studies on Legal Procedures

Module 12: Practical Applications and Case Studies

e Hands-on Exercises on Cyber Security Tools

e Case Studies on Cyber Law and Security Incidents
e Real-World Applications of Cyber Law

e Group Discussions and Presentations

Module 13: Career Opportunities and Certifications

e Exploring Career Paths in Cyber Law and Security

e Relevant Certifications and Qualifications

e Preparing for Cyber Law and Security Roles . f ,ﬁ
e Networking and Professional Development )
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Time Table

Certificate Course on Cyber Law and cyber security

W.e.f.: August 14,2021

Days Subject Time
Monday Certificate Course on Cyber Law and cyber security 3pmto 4 pm
Tuesday Certificate Course on Cyber Law and cyber security 3pmto 4 pm
Wednesday | Certificate Course on Cyber Law and cyber security 3pmto 4 pm
Thursday Certificate Course on Cyber Law and cyber security 3pmto 4 pm
Friday Certificate Course on Cyber Law and cyber security 3pmto 4 pm
Saturday Certificate Course on Cyber Law and cyber security 3pmto 4 pm
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LECTURE PLAN

TIME - Monday to Saturday (3 pm to 4pm)

Introduction to Cyber Law
Lecture 1: Definition, scope, and Historical Developments of Cyber Law
Lecture 2: Legal Terminologies related to cyber law

Lecture 3: National and International Perspectives of Cyber Laws

Cyber Crimes

Lecture 4: Types of Cyber Crimes e.g., Hacking, phishing, identity theft, cyber stalking,
cyber bullying etc.

Lecture 5: Legal Provisions and Penalties associated with different cyber crimes

Lecture 6: Detailed analysis of significant cybercrime cases

Legal Framework
Lecture 7: Key provisions and amendments of Information Technology Act, 2000

Lecture 8: key principles of General Data Protection Regulation (GDPR) and Comparison
with other data protection laws

Lecture 9: Other Relevant Laws - Data protection laws, e-commerce laws, intellectual
property rights

Cyber Security Fundamentals ;" )

. "\|

Lecture 10: Basic Concepts of Cyber Security and Impo?tanbedﬁ;?b@r §£3Crﬁty

Lecture 11: T .: of Cybe .Threats and Vulnerabiliti
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Lecture 12: Essential practices to ensure cyber security

Network Security
Lecture 13: Importance of Network Security
Lecture 14: Firewalls and Intrusion Detection Systems

Lecture 15: Benefits and implementation of Virtual Private Networks (VPNSs)

Data Protection and Privacy
Lecture 16: Importance and methods of data protection
Lecture 17: Key Privacy Laws and Regulations

Lecture 18: Techniques for Ensuring Privacy - Encryption, anonymization, etc.

Digital Forensics
Lecture 19: Importance and scope of Digital Forensics
Lecture 20: Use of Forensic Tools and Techniques

Lecture 21: Procedures for collecting, analysing, and presenting digital evidence

Cyber Ethics
Lecture 22: Ethical Issues in Cyber Law and Security
Lecture 23: Ethical Responsibilities of Cyber Security Professionals

Lecture 24: Ethical Issues Case Studies

Practical Applications and Emerging Trends
Lecture 25: Detailed analysis of significant cases in cyber law and securltyr /

Lecture 26: Practlcal exerC|ses and simulations to apply learnbd coﬁcep'& -

_69 ments in Cyber Law and &‘&’?M{"‘ P4
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Lecture 28: Impact of Emerging Technologies on cyber law and security

Assessment and Review
Lecture 29: Final Review and Open Q&A session for clarification

Lecture 30: Final Examination and Project Presentation to assess understanding
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Assessment: Certificate Course on Cyber Law and cyber security

Question Paper

Instructions:
Answer all questions.

Each question carries 10 marks

Question 1: Explain the key provisions of the Information Technology Act, 2000, and discuss
its significance in the context of cyber law in India.

Question 2: Identify and describe at least three types of cybercrimes. Provide real-world
examples for each type and discuss the potential legal consequences for the perpetrators.

Question 3: What are the fundamental principles of cyber security? Discuss the importance of
cryptography in ensuring data security and provide an example of an encryption technique.

Question 4: Explain the process of collecting and preserving digital evidence in a cybercrime
investigation. What are the key challenges faced in maintaining the integrity of digital
evidence?

Question 5: Discuss the significance of data protection and privacy laws in the digital age.
Compare the General Data Protection Regulation (GDPR) with India's data protection
regulations, highlighting key similarities and differences.
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Sr. No | Class Name Ql Q2| Q3| Q4 | Q5
1 BLS-5 KADAV SAYALI SANJAY 5 5 4 4 5
2 BLS-5 MHATRE KUMAR CHETAN 2 2 2 4 4
3 BLS-5 PATIL RADHIKA PRAKASH 5 5 2 3 3
4 LLB-3 BOTUNGALE RAVI GOVIND 1 3 3 2 3
5 LLB-3 BURHAN AMRIN USMAN HASAN BURHAN 2 1 4 3 4
6 LLB-3 CHAVAN RUPESH PRADEEP 4 4 4 4 )
7 LLB-3 CHAVHAN KULDEEP ANKUSH 5 4 2 2 5
8 LLB-3 DABARE JAGDISH GAJANAN 1 4 5 4 )
9 LLB-3 DALVI SIDDHESH RAJESH 1 1 5 1 2
10 LLB-3 DESHMUKH NEHAL TRIMBAK 1 2 2 2 1
11 LLB-3 DESHMUKH SACHIN VINAYAK 4 3 4 4 3
12 LLB-3 DEVGHARE DEVIDAS YASHWANT 3 3 2 4 3
13 LLB-3 DHAS NANASAHEB NAVNATH 2 2 5 1 4
14 LLB-3 DUBEY PRATHMESH YOGENDRA 4 2 3 5 2
15 LLB-3 EKNATH MAHESH BHAPKAR 1 5 2 4 1
16 LLB-3 FERNANDES JULESH MINGEL 3 4 1 2 5
17 LLB-3 GADHE YOGITA ASHOK 4 5 1 5 5
18 LLB-3 GAIKWAD DARSHAN ARUN 2 4 3 4 4
19 BLS-4 CHAUDHARI NILAM UMESH 2 4 4 2 1
20 BLS-4 GADHE TEJASHRI PRADIP 2 2 3 2 2
21 LLB-2 CHAUDHARI DATTATRAY SAKHARAM 3 1 2 1 3
22 LLB-2 DALVI GIRISH PURUSHOTTAM g 2 3 5 4
23 LLB-2 DAMODARE DEEPALI SADANAND 1 4 3 5 4
24 LLB-2 DESHMUKH MAHESH KAMLAKAR g 1 4 4 4
25 LLB-2 DESHMUKH MANOHAR JAGANNATH 1 1 2 5 5
26 LLB-2 DESHMUKH PRASAD DATTATRAY 1 2 5 4 2
27 LLB-2 DESHNEHARE HEMA SANJEEV 4 g 4 1 5
28 LLB-2 DHANAWADE SAGAR AMRUT g g 4 4 5
29 LLB-2 DHUTRAJ DHAMMAPAL BHIMRAO DHUTRA] g 3 1 5 4
30 LLB-2 DUPARE VISHAL DILIP 1 g 2 4 1
31 BLS-3 PAWAR RANI VASANT 3 4 4 4 4
32 BLS-3 PHUGE DNYANESHWARI BAJIRAO g g 2 1 1
33 BLS-3 RAMCHANDRA RHUTHIK RAMCHANDRA 2 g 2 4 2
34 BLS-3 THAKEKAR GAYATRI MILIND 1 3 4 3 2
35 LLB-1 UPADHYA SUYASH PRAMOD 4 4 2 2 1
36 LLB-1 UPADHYAY ABHISHEK VISHWANATH 4 4 4 3 3
37 LLB-1 UPADHYAY ANEEL RAMAPATI 4 3 2 3 4
38 LLB-1 VANJALE KALPANA ARJUN 2 5 2 4 3
39 LLB-1 VENUGOPAL SAJITH KUNIMAL 5 1 5 1 4
40 LLB-1 YADAV AKASH KUMAR GANESH KUMAR 4 3 4 2 2
41 LLB-1 YADAV PRIYANKA VINOD /5 2 2 4 5
42 LLB-1 PORE SHRUTI MAHENDRA ) . /1 1 2 2 )
43 LLB-1 PRADHAN SURAJ EKALABYA L Ar—v4] A3 4 5 1 1
44 LLB-1 RAYSATYAM TUNNU - 5 3 2 3 1
45 LLB-1 /' ' %KA‘R"S;ANXOSH PRAMOD -~ A 3 2 3 4 5
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46 LLB-1 RELEKAR SARIKA SANTOSH 2] 3 1| 4 3
47 LLB-1 SALVE GAUTAM PARSHURAM 3] 5 5 3 5
48 BLS-2 CHAMALWAD NENA HANMANTRAO 5 2 5 5 1
49 BLS-2 CHOUDHARI PRITI BALARAM 2 a4l a4l 1 1
50 BLS-2 CHUADHARI SANTOSH SUKHDEV 1 2 5| 2 5
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Enrollment List:-

S.No. Class Name

1 BLS-5 KADAV SAYALI SANJAY

2 BLS-5 MHATRE KUMAR CHETAN

3 BLS-5 PATIL RADHIKA PRAKASH

4 LLB-3 BOTUNGALE RAVI GOVIND

5 LLB-3 BURHAN AMRIN USMAN HASAN BURHAN

6 LLB-3 CHAVAN RUPESH PRADEEP

7 LLB-3 CHAVHAN KULDEEP ANKUSH

8 LLB-3 DABARE JAGDISH GAJANAN

9 LLB-3 DALVI SIDDHESH RAJESH

10 LLB-3 DESHMUKH NEHAL TRIMBAK

11 LLB-3 DESHMUKH SACHIN VINAYAK

12 LLB-3 DEVGHARE DEVIDAS YASHWANT

13 LLB-3 DHAS NANASAHEB NAVNATH

14 LLB-3 DUBEY PRATHMESH YOGENDRA

15 LLB-3 EKNATH MAHESH BHAPKAR

16 LLB-3 FERNANDES JULESH MINGEL

17 LLB-3 GADHE YOGITA ASHOK

18 LLB-3 GAIKWAD DARSHAN ARUN

19 BLS-4 CHAUDHARI NILAM UMESH

20 BLS-4 GADHE TEJASHRI PRADIP

21 LLB-2 CHAUDHARI DATTATRAY SAKHARAM

22 LLB-2 DALVI GIRISH PURUSHOTTAM

23 LLB-2 DAMODARE DEEPALI SADANAND

24 LLB-2 DESHMUKH MAHESH KAMLAKAR

25 LLB-2 DESHMUKH MANOHAR JAGANNATH

26 LLB-2 DESHMUKH PRASAD DATTATRAY

27 LLB-2 DESHNEHARE HEMA SANJEEV

28 LLB-2 DHANAWADE SAGAR AMRUT

29 LLB-2 DHUTRAJ DHAMMAPAL BHIMRAO DHUTRA]

30 LLB-2 DUPARE VISHAL DILIP

31 BLS-3 PAWAR RANI VASANT

32 BLS-3 PHUGE DNYANESHWARI BAJIRAO

33 BLS-3 RAMCHANDRA RHUTHIK RAMCHANDRA

34 BLS-3 THAKEKAR GAYATRI MILIND

35 LLB-1 UPADHYA SUYASH PRAMOD

36 LLB-1 UPADHYAY ABHISHEK VISHWANATH

37 LLB-1 UPADHYAY ANEEL RAMAPATI

38 LLB-1 VANJALE KALPANA ARJUN

39 LLB-1 VENUGOPAL SAJITH KUNIMAL

40 LLB-1 YADAV AKASH KUMAR GANESH KUMAR

a1 LLB-1 YADAV PRIYANKA VINOD

42 LLB-1 PORE SHRUTI MAHENDRA

43 LLB-1 PRADHAN SURAJ EKALABYA _

44 LLB-1 RAY SATYAM TUNNU-— f )

45 LLB-1 RELEKAR SANTOSH PRAMOD # [

46 LLB-1 RELEKAR SARIKA SANTOSHY =" "V | 7

47 " o, ChB-1 SALVE GAUTAM PARSHURAM -'f__"_-:
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BLS-2 CHOUDHARI PRITI BALARAM

50

BLS-2 CHUADHARI SANTOSH SUKHDEV
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